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How to crack the problem of 
internet password security

Doing it themselves: Professor Hod Lipson, right, and engineering graduate student Evan Malone work on a Fab@Home machine 

�t�s a good bet that if you have 20 
online accounts, you don�t have 
20 di�erent passwords. In fact, 
according to a survey by Kasper-
sky Lab, most people (51% of us) 
only have between one and four 
passwords for 20 accounts. We 
are insecure. But recent develop-

ments mean we could be more secure in 
the near future.

While it�s almost impossible to 
change people�s behaviour, it�s not too 
hard to �x the system so that only one 
to four passwords are actually needed. 
For example, you could get people to 
sign on to single service, and then ask 
other online services to consult that 
before letting you in. That way, you can 
safely use one password for 20 di�er-
ent accounts, because 19 of them don�t 
know what the password is.

This isn�t a new idea, and it�s how 
Hotmail has worked since the 1990s. 
You don�t actually log on to Hotmail: 
you sign in to Microsoft�s authentica-
tion service, known as Passport. That 
tells Hotmail to let you in, and it can 
and does do the same job for many 
other sites. (Actually, Passport has been 
replaced by Windows Live ID.)

Although Passport was convenient, 
it had some major drawbacks. A lot of 
people were � rightly � unhappy about 
having their online identity on a central-
ised Microsoft server under Microsoft�s 
proprietary control. A universal identity 

service ought to be open to all, and also 
widely distributed, so it did not have a 
single point of failure. Many years later, 
we are closer to getting what we want, 
thanks to Microsoft�s InfoCard initiative 
and an open collaborative development 
called OpenID (openid.net). This lets 
you use a web address that you control 
to sign on to any site that uses OpenID. 
You could, perhaps, use the address 
of your blog at Wordpress, which has 
announced that it supports OpenID.

Unfortunately, OpenID is vulnerable 
to phishing attacks, so it is hardly worth 
the e�ort. When a draft of OpenID 
Authentication 2.0 was published in 
January, Google security expert Ben 
Laurie immediately exposed its �aws, 
and Microsoft identity guru Kim Cam-
eron illustrated Laurie�s attack. 

But all is not lost. One of the editors 
of the OpenID draft approached Laurie 
to get him involved, and in February 
there was a joint announcement from 
Dick Hardt of Sxip Identity, Michael 
Graves from VeriSign, JanRain�s Scott 
Kveton and Kim Cameron. This said that 
OpenID (JanRain and Sxip) will support 
InfoCards, Microsoft will support Open- 
ID, and Kim Cameron �will work with 
the OpenID community on authentic
ation and anti-phishing.� 

�s a result, people will 
be able to use OpenID 
securely if they use it 
via InfoCard, which is 
a platform-independ-
ent metasystem cap
able of supporting any 
ID system. Vista users 

already have an implementation called 
Windows CardSpace, and XP users can 
download it. Others are becoming avail-
able. CardSpace allows you to hold a 
number of ID cards. You can create your 
own, or they can be issued by websites, 
clubs, banks, governments etc. 

At its annual Brainshare conference 
last week, Novell went even further, 
showing an open source, cross platform 
InfoCard Selector Service. In its demo, 
Novell used a Mac to log on to a shop-
ping site with an InfoCard generated 
from an OpenID account, then picked up 
the same shopping cart from a Linux PC. 
Finally, the payment was made via Blue-
tooth using a credit card stored in the 
CardSpace on a mobile phone. (tinyurl.
com/2cxb56)

It will be useful when InfoCard sys-
tems like this are widely implemented 
on di�erent platforms. When you access 
a service by saying, in e�ect, �Here�s my 
virtual card,� then you won�t have to 
remember a password at all.

Michael Pollitt

Hod Lipson would like you to make stu� at 
home rather than go shopping. As assist-
ant professor of mechanical and aero-
space engineering at Cornell University, 
he reckons that home manufacturing will 
spearhead a revolution � one that is pres-
ently at the same stage, he thinks, as per-
sonal computing was 30 years ago, when 
obsessive hobbyists were soldering parts 
to make PCs. If he�s proved right, even 
Apple iPods might one day be produced by 
a �fabber� sitting on your kitchen table.

Creativity is a uniquely human trait, but 
Lipson is driven by the idea of allowing 
machines to do design and manufactur-
ing for us. Several years ago, he worked on 
a theoretical project involving the auto-
matic design of robotic lifeforms. But his 
computer program was far too clever.

�It came up with designs that we 
couldn�t actually make. One of the things 
I wanted to do was create a machine that 
would eliminate these constraints,� says 
Lipson.

The fictional replicator used in Star 
Trek: The Next Generation makes every-
thing from a glass of water to spare parts. 
In the real world, we have �rapid proto-
typing�, a 20-year-old technology that can 
�print� objects from digital designs. Cost-
ing thousands of pounds, these 3D print-
ers have movable nozzles which deposit 
quick-setting plastic in layers � ideal for 
making small parts or design mock ups.

Fine details
Lipson has now created the Fab@Home 
machine for anyone to build for a cost of 
around £1,170. His �fabber� uses o�-the-
shelf parts and was designed by Evan 
Malone, a PhD candidate in Lipson�s 
computational synthesis laboratory. It�s 
slower and lacks fine detail compared 
to commercial machines. But that�s OK, 
Lipson explains: �Our goal in the Fab@
Home project was to see if we can make 
a machine to handle multiple materials. I 
believe that making it accessible to many 
people will really bootstrap the potential 
of the technology.�

His plans are freely available at 
fabathome.org, which is getting 20,000 
hits a day. By o�ering construction hints, 
ideas, and discussion groups, he�s actively 
and openly encouraging participation. The 
Fab@Home is driven by programs that run 
on your computer � ideal for school, uni-
versity, or hobby projects.

So what has he made with his Fab@
Home? Pushing the boundaries beyond 
simple shapes, Lipson has made a work-
ing battery, an electrically-activated poly-

mer muscle and a touch sensor by printing 
di�erent layers of material. His goal is to 
make a small robot with limbs, actuators, 
control circuitry and batteries.

The possibilities are limited by what 
you can extrude from interchangeable 
cartridges � quick-hardening plastic is the 
favourite, but the machine can also handle 
and layer plaster, Play-Doh, silicone, wax 
and metals or mixtures with a low melting 
point such as solder (made of tin and lead). 
Some users have found chocolate, cheese 
and cake icing (which may also be used as 
a temporary soluble support material for 
hollow structures) rewarding too.

�I think the �rst application area will be 
toys,� muses Lipson. �People would like 
to download and share action �gures.�

The popularity of tabletop gaming �g-
ures like Warhammer might be enhanced 
with a fabber. You�d simply pay for the 
design on the internet and print it. And as 
the technology developed, creating and 
sharing your own designs might be pos-

sible, too. Either way, it�d be manufactur-
ing at home rather than buying from the 
high street.

A Fab@Home loaned by Lipson will 
be on view at London�s Science Museum 
from May 22 to January 2009. Part of the 
Evolving Plastics exhibition to celebrate 
the centenary of Bakelite (the �rst fully 
manmade plastic), visitors will see the 
Fab@Home close-up and watch a time-
lapse video of objects being made.

The �fab� machine that could 
spark an industrial revolution
Meet the open source, 
low-cost machine that 
can �print� �D objects 
for you at home

Jack Scho�eld

Soon you will be able 
to access services with 
a ‘virtual card’ and 
won’t have to use a 
password at all

A Fab@Home machine in the Cornell 
University lab makes a tyre for a toy car
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�The economy is about 
to undergo the biggest 
change since the 
invention of money�

�Rapid manufacturing has profoundly 
massive implications for the way we make 
things. It changes everything, it changes 
the designs that you do,� says Dr Richard 
Hague, who heads the rapid manufactur-
ing research group at Loughborough Uni-
versity. He was very practical at school, 
enjoying the challenge of taking things 
to pieces and, mostly, putting them back 
together again. Following an uninspiring 
spell in the oil and gas industry, he then 
did a PhD in rapid prototyping and hasn�t 
looked back.

Sparking imaginations
If you make a conventional part in man-
ufacturing, you either machine away 
a block of material or form the part in a 
mould. And as any manufacturer will con-
�rm, �tooling up� is incredibly expensive. 
Rapid manufacturing techniques use dig-
ital data to make the part additively, laying 
down layers of material which do not need 
a mould � just like Lipson�s Fab@Home. 
�It�s extremely Heath Robinson but it�s 
great and it will spark people�s imagina-
tions,� says Hague.

There are examples of additive manu-
facturing for consumer items that do 
away with moulds. Hague says that some 
in-the-ear hearing aids are made using 
a laser sintering process after scanning 
a wax impression of the ear canal. More 
exotic applications include components 
for jet �ghters and racing cars.

�We are so locked into a conventional 
way of designing parts for manufacturing, 
it�s di�cult to change. This is quite a buzz 
area, and so it should be as it takes away 
the high labour cost,� says Hague.

Could a machine like the Fab@Home 
make copies of itself? Adrian Bowyer, sen-
ior lecturer in mechanical engineering at 
Bath University, is working on the RepRap 
� a practical self-copying 3D printer 
(reprap.org). His replicating rapid-proto-
typer also works by printing layers and has 
even made some of its own parts.

�Hod [Lipson] is trying to work with a 
wider range of materials than RepRap and, 
like we do, he is open sourcing everything. 
His idea is to have a machine that is very 
low cost, and is open, but that is sold in a 
conventional marketplace either whole or 
as a kit,� says Bowyer.

If these technologies take o�, it may 
spark a new industrial revolution. 

�In 1975, people were soldering 
together Altair 8800 computers � that�s 
where RepRap and Fab@Home are now. 
The Apple II came out in 1977, the BBC 
Micro and IBM PC in 1981, and then the 
world was never the same,� says Bow-
yer. �I think that within 10 years private 
individuals will be able to make for them-
selves virtually any manufactured prod-
uct that is today sold by industry. I some-
times wonder if politicians realise that 
the entire basis of the human economy is 
about to undergo the biggest change since 
the invention of money.�

In that case, fabbing won�t just break the 
mould � it will throw it away entirely.

‘It makes 
sense for 
the mobile 
operators 
to insist 
that phone 
makers 
build an 
RSS reader 
into every 
new model’ 
Charles 
Arthur, 
page 4
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